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At Mational Online Safety we belleve In empowering parents, carers and trusted adults with the Informatbon they need to held an Informed conversation about ondine safety with their children, should they
feel It 15 needed. This guide focuses on one platform of many which we belleve trusted adults should be sware of. Please visit www.natlonabonlinesafety.com for further guides, hints and tips for adults.

Online Grooming Is when someone befriends and bullds an emotional relationshipwith achild and
communicates with them through the intermet with the intent to commit a sexual offence. This type
of victimisation can take place across any platform; from sodal media and messaging apps to onlina
gaming and e streaming. Often it Invohes young people being tricked, foroed or pressured into
doing something they wouldnt normally do (coerdon) and often the groomer's goal Is to meet the
victim In a controlled setting to sexually or physically abuse them. In some cases children may be

abducted or have long-lasting psychologlcal damage.

What parents need to know about

ONLINE

GROOMING

CHILDREN ARE MOST VULNERABLE

Unisurprisingly children are often most at sk as
they are easy to target and unlikely to question
the personwho s engaging in conversation with
them. Groomers will uss ps faglcal tricks and
miethods to try and |sclate them from thedr
farnillles and friends and will often choose to target
rrore vulnerable children who may be easler to
manipulate. Predators will stalk apps and websitas
that are popularwith young people and will use a
seattengun’ approach to find victimes, contacting
hundreds online to Increase thelr chances of
BUCCESE,

Unfartunately most chikdren find the
‘grooming’ process (before any

meetng) an enjoyable one & the

predator will compliment, encourage,

and flatter them to gain their trust,
fﬁendshﬂlam:r curicsity -"a wolfin i
sheeps clothing’ scenarle. This often ﬁ L
reans chitdren fail to disclose or report
what & happening. If the groomer 5

also previously known to the child,

thedr farmilly and thelr friends, then this
canmake detection even harder.
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IT'S GOODTO TALK ‘

It5 unillkehy that you can stop your child using the
Irtermet, nor can you constanthy monitbor thedr online

activities, but {an'laH:tuwurd'md aina regular
basis about e'rrd'o oniline I]'ytaﬂ:mg oipenly with
them ahmnmw'ne

Kun quickly
ascatﬂnﬂweidﬂdalbehmf Is appropriate or
mappropriate. Ask them whether they have any online

friends or If they play online games with people they
haven't met. This could then open up conversations

alsout the iwb]ectﬂfgmnwmg.

STICKTO‘TRUE FRIENDS' V n

hhhltdearmymﬂ' chilld that they should not accept -
-:q:ll mm ‘Iﬁkr;wxﬂtu wﬁymd requests
;J-E ] urage them to Interact
andeng:gewﬂh'hueﬂlﬁut'm.ﬂmefnﬁm wiho don't ask
personal questions such as close familly and friends. Remind them
to never to chat privately with a stranger or someone they

o't kniow and to never divulige personal Inforration, sud
ﬁmnwemp#mﬁ nummibers, addnesses, passwords or the name of
Ir

Meet our expert

Jonathan Taylor s an online safety expert and former
Ciovert Internet nvesthgator for the Metropolitan
Police. He s a spedalistin online grooming and
explottation amd hes worked extersively with both
LUK and Intermational scheoks in delivering tralning
and guidance around the latest anline dangers, soclal
media apps and platforms.

LIVESTREAMING CONCERNS

Predators may use live video to targst children in real-time
using tricks, dares or bullt-in gifts to manipulate them.
Grooming often takes the form of a game where
children receive lkes' oF even money for

performing sexual acts. Soclal media

channels, such as YouTube, Facebook,

Instagram and Snapchat, all have Ive

streaming capabilities, but there are

rmiany apps which children can use to

live stream, Cimiegle,

Live.rme, BIGO Live, YouNowand

PRy Miare

FROM OPEN TO CLOSED MESSAGING

Onkire predators may contact thelr victims using any numbsr
of ways Including soclal media, forums, chat rooms, gaming
communttles or live streaming apps. Sometimes there |5 little
need to develop a‘friendship rapport stage! as the victim has
already shared personal iInformation online and is.
communicating epenly with others. Children may also be
prepared to add other online users they don't know sowell to
gain’online credibility” through increasing their friends [ist.
Predators will often seize this opportunity to slowhy bulld a
relationship and then move their conversation the child
to a more sequre and private area, such as through direct

mressaging.

Safety Tips for Parents & Carers

£

CHECK PRIVACY SETTINGS

In order to ghe your child a safer online experience, it Is
impartant to check privacy mngsﬂ':gmm} cointrals
on the networks, devices, apps, and ftes theyuse.
Disablelocation sharing If you can. Hyouuse
location-sharing apps to check where your child Is,
remember that thess could always be used by strangers
to follow your child without thelr knowledge. Ensure
that you check options so that lecation information ks
never shared with anyone except those they have
permission to share with.

DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relatonship looks e
and how to detect sormecnewho nat bewho they
claim to be. Explain that groomers will pay your child

compliments and & In conversations about personal
Inforrmatlon, !Hm% and relatlonships. They may
admire how well they play inunhw:?nmemh:nﬂheﬂm‘k
In a photo. Groormers will also try and Isolate a child from

e close to them, such as parents and friends, In order to
miake thelr redationship feel speclal and unilque

« Secretive online behaviour.
« Mesating new friends In unusual places.

problerns or even bedwetting.

LOOK OUT FOR WARNING S5IGN5S

Child safiety experts have idantified key grooming pattenns and adwvlse parents to look ot for:

« Late night intemet or smartphone usage.
« Becoming clingy, develop sheeping or eating

. 1 |
www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety

The intemet has made the ability to interact
with strangers online easy. Manmy sites and
apps are rellant on indhidual users entering
thelr own Information when signing up.
Hervrever Individuals cam remialn ani

ey choosa to enter Inaccurate information

rmany online predator cases are dus to

groomers using Impersonation technlques.
However, often the greaterthreat comes from
adults who ‘hidein plain sight, choosing to
befriend yourdg children without hiding their
real identity.

EMOTIONAL ATTACHMENTS

Onlire predators will use emothe
language and aim to form closs,
trusted bonds with thelr victims
through showering them with

Imenits and ma thiem fesal
good about themsehes, Often victimes
willl refer to them as thelr boyfriends”
orgirtfriends"and it can be diffioult to
comvince seme young people that
they hewve been groomed, often
leading to lasting psychologlcal
effects,

MONITOR S5OCIAL MEDIA &
LIVE-STREAMING USE

It’s Important to be aware of what your child Is sharing on
social media and with whorm, Create your own profile
and bacome"filends” with them or follow them so that
you can monitor thebractivity. Similarhy, always chedk on
them if they are llve streaming and implement privacy
comtrods. Choose a generic soreen name and profile
plicture that hides Identity. You may also feal more
comfartable being presant each time they live stream.

BESUPPORTIVE

Show wour child that you will support
them and make sure they understand
ﬂmmn:ﬂmetn you with amy

concems the n:g*uve- Ihe'_irneedt-u
know they antalk to 'yuu if somecne
does something they ar

uncomfortabie m-thnhethatkmm
Inappropriate comments, imageas,

requests ar sexual comments.

/

« Lackof interest bn extra-curricular activitles.

« Hawving new items, such as clothes or
phones, unexplalnably.

= Seamwithdrawn, anslous, depressed or aggressive.

= Having older boyfriends or girifrends.

Instagram - @nationalonlinesafety
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